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EXTRACT FROM DATA PROTECTION CODE OF PRACTICE 
 
 
6. USE OF PERSONAL DATA IN RESEARCH  
 
Introduction 
 
The Act sets out to ensure that researchers may only process data about other living 
individuals where they have a clear legal purpose for doing so and subject to certain 
prescribed exemptions, the use of personal information for research falls within its 
remit. Staff and students engaged in research at the University are obliged therefore 
to comply with the requirements of the eight data protection principles , this Code of 
Practice, the Code of Practice on Research Integrity, and any associated guidance, 
when collecting and processing personal data for research purposes. In addition to 
computerised records these requirements apply to written records held in a 
structured filing system, digital and microfiche records and video recordings. 
Students who are authorised to hold or process personal data on computer, online or 
in manual format are also required to sign an Oath of Confidentiality at the start of 
their research project 
  
6.1 Factors to Consider in Using Personal Data for Research 
 
There are two options to consider in using personal data for research: 

a) Comply with the Act; or 
b) Anonymise the data to be used so that it no longer falls within the Act’s 

definition of personal data.  
 
6.1.1  Option a) means that all the requirements of the Act must be met and 

sections 6.2 to 6.5 below apply.  
 
6.1.2  Option b) means that the personal data to be used must be completely 

anonymised.  This will only be achieved if it is impossible to identify the 
subjects from that information together with any other information that the 
University holds or is likely to hold. If that is the case then the data may be 
used without making arrangements to comply with the Act since the data will 
no longer fall within the Act’s definition of personal data. 

 
Guidance on anonymisation has been published by the UK Information 
Commissioner’s Office in a Code of Practice on Anonymisation. 
 
6.2 Exemptions for Research Purposes 
 
6.2.1  Where processing for research purposes (including statistical or historical 

purposes) is not used to support measures or decisions targeted at particular 
individuals, and will not cause substantial distress or damage to a data 

http://staff.napier.ac.uk/services/secretary/governance/DataProtection/Pages/DPPrinciples.aspx
http://staff.napier.ac.uk/services/academicdevelopment/research/Documents/RES.ETHICS.CODE_2010.pdf
http://staff.napier.ac.uk/services/secretary/governance/DataProtection/Pages/Oaths.aspx
http://ico.org.uk/for_organisations/data_protection/topic_guides/%7E/media/documents/library/Data_Protection/Practical_application/anonymisation_code.ashx
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subject, the data gathered for research purposes is exempt from being 
processed in accordance with the second and fifth data protection principles.  

 
6.2.2  This means that personal information can be: 

• processed for purposes other than those for which it was originally 
obtained.  e.g. researchers can keep records of questionnaires and 
contacts so that the research can be re-visited at a later date or so that 
the information can be re-analysed in support of a research project looking 
at an associated area; and  

• held indefinitely  
 
6.2.3  Whilst an exemption may be applied researchers must be aware that there is 

no blanket exemption from observing the remaining Data Protection 
Principles. This means therefore that: 
• Research subjects should be informed of any new data processing 

purposes, that the University is the Data Controller and any disclosures 
that may be made 

• Research subjects must be able to meaningfully exercise their right to 
object to the data processing on the ground that it would cause or has 
caused them significant damage or distress  

• Requirements for appropriate security of data must be observed, 
particularly those for the security of sensitive data  

• Data may not be transferred to researchers outwith the European 
Economic Area (EEA) unless: 
o that country has adequate data privacy protections 
o the explicit consent of the subject(s) has been obtained; or 
o there is an appropriate data protection contract with the data recipient  

 
 
6.2.4  There is also an exemption from an individual’s right of access where: 

• Personal data is not processed to support measures or decisions with 
respect to particular individuals 

• Personal data is not processed in a way that substantial damage or 
distress is  or is likely to be caused to any individual 

• The research results, or any associated statistics, are effectively 
anonymised  

 
6.2.5  However, the University may still choose to disclose the information to the 

data subject, unless by doing so this would breach another individual's data 
protection rights.  

 
6.2.6  The legislation recognises that the value of access to personal data in 

research may outweigh an individual’s desire to exercise a high level of 
control over the use of their data. Researchers wishing to use sensitive 
personal data should be able to do so, if they can demonstrate a significant 
public interest, they have secured the approval of the appropriate Research 
Integrity Committee’ and they adhere to the procedural safeguards required 
by law.  

 
6.3 Factors to be Considered When Processing Personal Data for Research 

Purposes 
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6.3.1 Researchers are required to carry out an adequate review in advance of 
processing, to ensure that the requirements of the Act and in particular the 
eight Data Protection Principles can be adhered to.  

 
6.3.2 Research subjects are to be fully and clearly informed about the purpose of 

the research for which their personal data will be collected, how their data 
will be used and who will have access to it.  

 
6.3.3 Adequate security measures, consistent with the sensitivity of the personal 

data and the format in which it is held, must be in place to ensure that 
personal data is protected from unauthorised access, accidental loss, 
damage or destruction. These measures should be communicated to the 
subjects as part of the information given to them relating to the nature of the 
research project and how data about them will be used. 

 
6.3.4 Research subjects have a right to object to the processing of their personal 

data where they can establish that such processing would cause them 
significant damage or distress. 

 
6.3.5 Researchers must be aware that processing of personal data which has 

been coded or anonymised, but for which links to an individual can still be 
made by reference to a key to the code or to other identifiers, remains 
subject to the DPA 1998, this Code of Practice and any associated guidance.  

 
6.3.6 Subject to specific procedures, the DPA 1998 provides all individuals with the 

right to request access to intelligible copies of personal data about them 
where they are identified as the data subject. Personal information gathered 
as part of research activity is exempt from such a disclosure where the data 
is managed in accordance with the relevant data protection principles and 
the results of the research are not made available in a form that identifies the 
data subject(s).  

 
6.3.7 Particular care must be taken when the processing involves sensitive 

personal data, for which the DPA 1998 imposes more stringent conditions. 
See Section 4.4 for further guidance. 

 
6.3.8 Research carried out for the NHS or under contract for a commercial 

organisation is subject to notification by that body and to that organisation’s 
own Data Protection policies. However, any data which has not been fully 
anonymised and is downloaded with permission from an NHS or other 
external system to a University system constitutes a University database and 
has to be registered and treated as such. 

 
6.3.9 A review of the processing must be carried out at least annually to ensure 

that compliance with the DPA 1998 is being maintained and documented. 
 

 It is recommended that researchers refer to the Researchers’ checklist before 
embarking on any research project.  
 
6.4 Processing Sensitive Personal Data  
 

http://staff.napier.ac.uk/services/secretary/governance/DataProtection/Documents/Researcher%27s%20checklist%20revised%20March%202012.pdf
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6.4.1  The processing of sensitive personal data may be carried out provided the 
conditions prescribed in the DPA 1998 are met e.g. explicit consent has been 
obtained.  Further guidance is available in Section 4.4 of this Code. 

 
6.4.2  In addition, the Data Protection (Processing of Sensitive Personal Data) 

Order 2000 expressly permits processing for research purposes 'in the 
substantial public interest' where the data is not used to support measures or 
decisions targeted at particular individuals without their explicit consent; and 
no substantial  damage or distress is caused, or is likely to be caused, to 
any person by the keeping of that data.  

 
6.5 Online Research with Human Subjects 
 
6.5.1  For many on-line research projects, existing ethical guidelines will already 

meet the requirements of the data protection legislation. However 
researchers seeking to gather research data online must be aware that this 
environment generates significant amounts of background information e.g. 
data logs, IP address collection, cookies and caches. 

 
6.5.2  Where internet research tools and computer systems are used, researchers 

are required to identify and address potential technical and administrative 
problems e.g. poor research tool configuration and inappropriate levels of 
system security or integrity.   

 
6.5.3  Researchers are thereafter required to seek confirmation from the 

University’s Research Office, Programme Leader or Project Supervisor that 
any proposed on-line project involving personal data meets the University’s 
ethical and data protection guidelines.  

 
 
 
 
6.6 Provision of Research Data to Third parties  
 
The University is required to consider requests for research data which are not 
subject to the research exemption under the Freedom of Information (Scotland) Act 
2002. The following factors must be considered in order to comply with the DPA 
1998: 
 

• Can individuals be identified from personal data in the data requested or are they 
likely to be identifiable from that data in combination with other information likely 
to be available to the third party.    

• If there is a risk of identification of an individual, can that risk be removed by: 
o Redaction of the data 
o Provision of the data in statistical form 
o Provision of the data in statistical form after it has been appropriately 

anonymised to disguise subjects’ identities when information consists of low 
numbers  

• Is the cost of providing the data in appropriately anonymised form reasonable. 
 
Advice and guidance must be sought from Governance Services before any data is 
disclosed. 

http://www.legislation.gov.uk/uksi/2000/417/contents/made
http://www.legislation.gov.uk/uksi/2000/417/contents/made
http://staff.napier.ac.uk/services/secretary/Pages/uso.aspx
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