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PART ONE – ABOUT PIAs 

Why complete a PIA? 
In the unfortunate event that there is an incident/breach the University must be able to 
demonstrate to the Information Commissioner’s Office (ICO) that every precaution has 
been taken to mitigate risks associated with the processing of personal data. The PIA is 
the record which will demonstrate that the principles of Privacy by Default and Design 
have been incorporated in processes/systems. 

What is this guide for?  
This guide is based on, and borrows from, the UK Information Commissioner’s Privacy 
Impact Assessment Handbook and materials developed for and by Cardiff Council1. It is 
intended to help you determine quickly, without having to read the full Handbook, 
whether a Privacy Impact Assessment (PIA) is necessary and, if so, at what level.  For a 
more in depth understanding of PIAs you can refer to the Information Commissioner’s 
(ICO’s)  guidance but note that the University has adopted a simplified, one tier 
approach.   

You will see the term “project” used throughout this guide and the ICO’s guidance.  It 
should be interpreted loosely to cover any initiative or change that could have privacy 
implications, including policy development, databases, processes, data sharing (see 
below), services, schemes, outsourcing, reviews etc.     

If you decide a PIA is necessary, the guidance in Part 2 below will help you complete the 
PIA Template. 

What is a PIA and what does it do? 
• It’s a process to identify and minimise the privacy risks2 associated with any new 

initiative or change and aims to build privacy in from the outset, so it is not really 
suitable for checking existing systems. If you want to check an existing system you 
should carry out a privacy or data protection audit (Governance Services can 
provide a template for this). 

● Consultation with stakeholders is a key part of this process. In any project it is crucial 
for the success of the project that consultation is carried out, not only for data 
protection purposes, but to ensure the end result is fit for purpose. 

● It is an active process and should, as far as possible, be integrated with the project to 
which it relates; it’s not intended to increase the administrative burden and a well-
planned approach will avoid duplication of work. 

                                              
1 The University gratefully acknowledges Cardiff Council’s permission to use and adapt its materials 

2 “Privacy risks’ means risks to the privacy of individuals whose personal information will be used on the 
system.  High risks will normally result from inadequate security or poor system design.  

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
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● It’s a part of the overall risk assessment and risk management process and should 
be done in a way that is proportionate to the risks.  

● It involves checking compliance with the law, though that’s only a part of what it’s 
about. 

What are the risks of not carrying out a PIA? 
● The need to re-design all or major parts of the system, which could be particularly 

costly if the risks are realised late in the development stage 

● Collapse of the project or the completed system as a result of adverse publicity 
and/or withdrawal of support by key participating stakeholders  

● Loss of trust and reputation, if the perception is that the system does not protect  
personal data adequately or safeguard privacy in communications or physical privacy 

● Low adoption rates or poor participation in the implemented scheme 

● Breach of the Data Protection legislation (General Data Protection Regulation 
(GDPR) and UK Data Protection Act 2018) and other privacy legislation, with the 
possibility of litigation and/or significant monetary penalties being imposed by the 
ICO for serious breaches of the DP legislation 

● Subsequent imposition of regulatory conditions as a response to data subjects’ 
concerns, with the inevitable cost that entails 

The ICO’s PIA guidance provides further reading on this. 

Under what circumstances should I carry out a PIA? 
You should carry out a PIA whenever you are implementing or making a change to a 
process or system that could have an impact on the privacy of individuals.  If the project 
output will involve the processing of any personal data then the screening process 
described in Part 2 below must be conducted to determine if the whole PIA needs to be 
completed.  If a PIA is needed, the screening will also help you determine what resource 
you need to put into the PIA.   

In major projects however, the most beneficial and cost effective approach may be to 
think of the PIA as 

• A cyclical process 

• Linked to the project’s own life-cycle 

• Re-visited in each new project phase 

Data sharing  
A PIA should still be carried out even if there’s a permissive power to share personal 
data. Whilst most legal gateways will provide for the sharing of personal information, 
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they do not cover all aspects, e.g. they won’t state the level of security protection 
required for databases or the way the data should be transferred securely.  

When should I start? 
The PIA should be initiated at the start of the project and re-visited at each new phase in 
the project life-cycle.  Privacy protective features should be designed into a system, with 
the necessary consultation and risk analysis being done in the early stages so that the 
options can inform the Outline Business Case. If this is bolted on at a later stage it can 
lead to delays in the project, having to unpick what has already been done and 
escalating costs.  

What if the Project is already up and running? 
The core of a PIA is consultation, so unless there is a genuine opportunity for the design 
or implementation of the project to be altered as a result of the views expressed by 
stakeholders, you should not carry out a PIA on a project that is already up and running.  
Such projects should instead be submitted to a compliance check or a data protection 
audit. Governance Services will be able to provide further advice on this. 

How should I do it? 

Part 2 below explains the PIA process in detail.  If the PIA is being run as part of a 
project, every attempt should be made to integrate the PIA within that project. Privacy 
risks should not be considered in isolation from other types of risks. When determining 
priorities you need to weigh all risks against one another and ensure that these are 
addressed throughout the lifecycle of the project. A record – usually in the form of a PIA 
Report - of the measures that were taken to address the privacy issues at each 
stage/phase of the project should be maintained to ensure:   

● accountability if the report is to be published 

● a basis for the post implementation review 

● a basis for audit 

● a reference source for future PIAs  

The PIA Template, when completed fully, is designed to provide a suitable, freestanding 
record of a PIA.   

Who should do it? 
A Team, Board or Committee approach is more effective as it can bring a wider range of 
expertise into the process. Overall responsibility should be assumed by whoever is in a 
position to manage the risks and influence design decisions e.g. for: 

• projects: likely to be the project manager and project team/board 

• data sharing: likely to be the Information Custodian and other specialists 

• policy development: the relevant policy team 
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As required and with varying degrees of participation, you may also want to consider 
including: 

• Governance Officers responsible for Data Protection and Records Management 

• IS/Information Security experts 

• Communications staff in IDEA 

• Other functional specialists or external consultants  

Whilst staff in Governance Services may form part of the project team or provide advice, 
they should not do the PIA themselves or be responsible for its conduct since they do 
not have ownership of the risks.   

What are the outcomes of an effective PIA? 
● identification of a project’s privacy impacts 

● an appreciation of those impacts from the point of view of each group of stakeholders 

● understanding of the acceptability of the project from those affected by it 

● identification of ways to avoid negative impacts on privacy 

● identification and assessment of less privacy-invasive alternatives 

● where negative impacts on privacy are unavoidable, clarification of the business 
needs that justify them 

● documented and published outcomes 

 

PART TWO – THE PIA PROCESS 

Preparation for the “screening process” 
The purpose of the screening process is to work out whether a PIA is necessary and, if 
so, how it should be scaled.  It should ensure that the time and effort you put into 
carrying out a PIA is proportionate to the risks.  If you conclude that a PIA is not 
necessary, the screening process will also help you determine whether you should, at 
least, check compliance with privacy laws, including the Data Protection legislation.      
 

Before you start the screening process you need to gather the information set out below.  
You can record these details on the PIA Template. 

● State the purpose and objectives of the project or process in the Project Outline. As 
well as providing a clear and well-argued case for the project as a whole, it should 
also highlight those features that may have the potential for the biggest impact upon 
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privacy. You should use the Project Mandate, your knowledge of the scope of the 
initiative, and/ or advice from key stakeholders to inform the Project Outline.  

● Make a preliminary assessment of the data usage, so that you have a clear 
understanding of who will have access to the data, how, when and why.  Gather 
information on the proposed security measures.  

● Undertake a preliminary stakeholder analysis by identifying the organisations 
directly involved in the project, as well as those who will benefit or be affected by it 
and those that provide the technology or services to enable it.  Also identify the 
internal stakeholders. 

● Look at what else is out there (also known as an environmental scan).  Look 
around - both within and outside the organisation – to gather information from 
previous projects of a similar nature (particularly where the same or similar 
technology has been used) to see whether there are any lessons you can draw 
upon.   

Your approach to the above should be proportionate to the project or initiative you are 
addressing.  If it is of a minor nature where there is no formal project – for example a 
new request to share data – the information can probably be gathered and documented 
with minimal effort.   

You should now have all the information you need to carry out the screening process, 
which will enable you to decide whether a PIA is necessary.   

Carrying out the screening process  
The ICO’s guidance makes a distinction between small-scale and full-scale PIAs.  To 
keep things simple, the University’s PIA template does not make that distinction 
because research has shown that it is difficult to apply and has little practical value.  The 
scale of the PIA should flow naturally from the number and severity of the privacy risks 
and range of stakeholders that need to be consulted, and the process to be followed is 
essentially the same either way.  The screening process consists of answering a 
number of questions.  These are set out in the PIA template and cover the following 
areas:  

● Technology 

● Identification methods 

● Involvement of multiple organisations 

● Changes to the way data is handled 

● Changes to data handling procedures 

● Statutory exemptions/protection 

● Justification 
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Outcome of the screening process 
Having worked through the screening questions you should now have a clear idea about 
what the main privacy risks are and whether you need to do a PIA, or whether a privacy 
law compliance check is sufficient (see Checking Compliance with Privacy Law below).  
In recording your decision, it is worth noting in a risk register the risks you have 
identified.  This will help to clarify the basis of your decision and help to inform the 
planning you do in the next stage, and it should ensure the framework and resourcing 
for the PIA are in proportion to the perceived risks.  This preliminary identification of the 
risks should be treated very much as a work in progress – the whole purpose of the 
consultation phase of the PIA is to find ways to avoid or reduce the effects of these 
risks, as well as to surface any other risks that may exist.  It is of course important to 
consider privacy risks alongside other project risks.   

The Risk Assessment Section below provides further guidance on the action that can be 
taken in relation to the risks that are identified. 

 
Preparation for consultation and analysis 
Having concluded that a PIA is warranted, the next stage is to make the preparations for 
the all important consultation and risk analysis stages.  These stages are at the core of 
any PIA and are what distinguishes it from a straightforward legal compliance check.   

1 How is it going to be managed and who’s going to be involved? 

The governance framework you put in place for this work will be determined by the scale 
of the PIA.  In most cases, the PIA will be an integral part of the project or programme to 
which it relates, and not a separate process.  The project manager should be 
responsible for the conduct of the PIA and will take ownership of the privacy risks in the 
same way as other project risks. It is important to keep clear oversight of the privacy 
risks. 

For Programmes where there are significant privacy risks, it may be sensible to run the 
PIA as its own project with a separate project team.  The ICO’s guidance gives further 
advice on how you could go about this and suggests the establishment of a privacy sub-
committee or a PIA advisory reference or consultative group.   

If the PIA is not part of a formal project, e.g. data sharing, it is likely to be conducted by 
a relevant Information custodian.  

2 PIA objectives in terms of the overall project 

In your project documentation you will want to make clear what the objectives of the PIA 
are.  The ICO’s guidance suggests that the following are appropriate executive level 
objectives for a PIA: 

● ensure effective management of the privacy impacts arising from the project 

● ensure effective management of the project risks arising from the project 
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● avoid expensive re-work and retro-fitting of features,  by discovering issues early, 
devising solutions at an early stage in the project life-cycle, and ensuring that they 
are implemented 

3 A closer look at who the stakeholders are 

Once you’ve decided who is going to be involved in the remaining stages of the PIA, one 
of the first actions to complete as a team is to look back at the preliminary analysis of 
stakeholders. 

This builds on the work you did during the preparation for the screening stage.  You now 
need to consider in more detail what the interest of the various stakeholders are and the 
level of involvement they will have in the PIA.  You need to: 

● agree whether all the stakeholders have been identified 

● make a distinction between internal and external stakeholders 

● decide whether you can carry out the consultation with representatives of, or 
advocates for, some stakeholder groups 

● agree what the perspective, or interests, of all the stakeholders are 

● decide how you will consult them e.g. face to face meetings, phone calls, 
correspondence, workshops etc.  

4 Consultation plan 

It is important that the time and effort spent consulting each stakeholder is proportionate 
to the seriousness of the risks they are helping you address - as with the management 
of all risks proportionality should be the watchword. From the work you have completed 
so far, you should have an initial view of the privacy risks which you can use to guide 
you in drawing up a consultation plan.   

Pointers for effective consultation are set out below. 

5 Resources 

From the above work you should be able to estimate the resources required for the 
consultation process and risk analysis work, and will want to make sure those resources 
are secured before the consultation starts.  

The Consultation 
You should now be ready to start consulting stakeholders.  This stage, with the legal 
compliance check, is closely linked with the risk analysis stage.  You should treat them 
as a cyclical process, surfacing risks and going back to stakeholders to explore 
acceptable ways to avoid or mitigate those risks.  If you are conducting a large PIA and 
the consultation is particularly in depth or widespread, you may wish to produce a 
consultation report and use this to inform the risk analysis stage.  
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Effective consultation depends on all stakeholders being sufficiently well-informed about 
the project, having the opportunity to convey their perspectives and their concerns, and 
developing confidence that their perspectives are being reflected in the design.  

Some useful ways of ensuring effective consultation include: 

● priming of discussions by providing some initial information about the project; 

● making sure there is ongoing dialogue with consultees throughout the PIA process 

● participation of representatives of, and advocates for, stakeholder consultation 
groups who have appropriate background in the technologies, systems and privacy 
impacts involved 

● facilitated interactions among the participants 

● making sure that there is sufficient diversity among those groups or individuals being 
consulted, to ensure that all relevant perspectives are represented, and all relevant 
information is gathered 

● making sure that each group has the opportunity to provide information and 
comment, even including multiple rounds of consultation where necessary 

● making sure that the method of consultation suits the consultation group, for example 
using workshops or focus groups as an alternative to, or even as well as, formal 
written consultation 

● making sure that the information provided by all parties to the consultation is fed into 
the subsequent rounds of design and implementation activities; and 

● ensuring that the perspectives, concerns and issues raised during the consultation 
process are seen to be reflected in the outcomes of the PIA process 

You will save time by involving the right internal stakeholders in your meetings with 
external stakeholders.  For example, what an external stakeholder might think is a good 
solution might not be so if your IT people tell you it is not technically feasible.  
Remember, your aim all the way through is to find ways to enhance privacy.   

A PIA should be undertaken in as open a manner as possible.  Where there are 
sensitive security considerations, however, you should consider holding discussions in 
closed sessions and recording the information in confidential appendices.   

 
Compliance with Privacy law (including the Data Protection legislation) 
A Privacy law compliance check will be carried out either as part of a PIA, or as a stand 
alone process when a PIA is unnecessary.  Although the process can be run in parallel 
with the consultation and risk analysis stages, it cannot be finalised until late in the 
project life-cycle when the design is complete.  This is why we revisit the compliance 
immediately before implementation.   
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The privacy laws that could be relevant - and briefly what they do - are as follows. 

Data Protection Act 2018 
and General Data 
Protection Regulation 
(GDPR) 

Regulates, through the Principles, the processing 
of personal data – i.e. information about living 
identifiable individuals 

Privacy and Electronic 
Communications 
Regulations (PECR) 

Regulates electronic direct marketing e.g. email 
and text messages 

Regulatory and 
Investigatory Powers Act 
(RIPA) 

Regulates the interception of communications 
data (e.g. phone calls, emails and postal letter), 
their acquisition and disclosure, the carrying out of 
covert surveillance etc. 

Common law duty of 
confidence 

Points to consider are whether:  
● the information has the necessary quality of 

confidence 

● the information will be given in circumstances 
under an obligation of confidence; and 

● there could be an unauthorised use of the 
information to the detriment of the confider 
(although detriment does not always need to 
exist for a breach of confidence to be 
actionable) 

 

The PIA Template includes a separate template for checking DP legislation compliance 
(see Appendix A), which is based on ICO guidance.   

Compliance checking will be particularly relevant in the context of data sharing. 
Guidance on this is available in the University’s Data Protection Code of Practice and 
further assistance may be sought from Governance Services.   

Risk Analysis 
It is recommended that you progressively record the issues raised by each of the 
stakeholder groups in an issues register, or use the PIA Template.  From this you should 
start to form a clear picture about how significant the risks that you previously identified 
are, and whether there are previously unseen risks.  This work and the stakeholder 
consultation are a cyclical process.  As you clarify what the risks mean you should work 
with stakeholders – both internal and external – to find ways to avoid or mitigate those 
risks.   

Risks - avoidance and mitigation 

There are two types of solutions to privacy risks – avoidance measures and mitigations 
measures.   

https://staff.napier.ac.uk/services/governance-compliance/governance/DataProtection/CodeofPractice/Pages/default.aspx
https://staff.napier.ac.uk/services/governance-compliance/Pages/who.aspx
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An avoidance measure is a means of dissipating a risk.  It refers to the exclusion of 
technologies, processes, data or decision criteria, in order to avoid particular privacy 
issues arising.  Examples include: 

● minimisation of personal data collection  

● non-collection of contentious data-items  

● active measures to preclude the use of particular data-items in the making of 
particular decisions  

● active measures to preclude the disclosure of particular data-items  

A mitigation measure is a feature that compensates for other, privacy intrusive aspects 
of a design.  A mitigation measure may compensate partially or wholly for a negative 
impact.  Examples include: 

● minimisation of personal data retention by not recording it, or destroying it as soon as 
the transaction for which it is needed is completed  

● destruction schedules for personal information, which are audited and enforced  

● limits on the use of information for a very specific purpose, with strong legal, 
organisational and technical safeguards preventing its application to any other 
purpose  

● security measures in systems holding or transferring personal data (physical and/or 
electronic) 

● design, implementation and resourcing of a responsive complaints-handling system, 
backed by serious sanctions and enforcement powers  

Under some circumstances it may be appropriate to recognise and accept the privacy 
risk where the likelihood of it being realised or the impact would be low. However, this 
must be carefully considered, and must not be done simply as an alternative to taking 
action.   

Recommendation and Approval 
Having completed the consultation, legal compliance checks and risk analysis, you 
should be in a position to clearly set out the options and to make a recommendation 
about how best to proceed.  If significant risks remain, you should explain what the 
problems are and why the stakeholder consultation failed to resolve them.  In extreme 
cases, your recommendation may be that the project needs to be re-thought because 
there is no viable solution that does not present an unacceptably high risk to the privacy 
of individuals. 

If the PIA is part of a project, it is likely that the recommended way forward will be set 
out for approval in the Outline Business Case.  For PIAs not linked to projects, approval 
is likely to rest with the Information Custodian.  
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Implementation and readiness for service 
Once the Business Case has been formally approved by the relevant budget holder, you 
should be ready to implement the agreed solution.  This stage may involve procurement 
of an IT system and the subsequent detailed design and build stages.  It is important to 
ensure throughout these stages that the mitigating and/or avoiding measures that were 
worked up during the PIA are carried through into implementation.    

And finally, before going live, you should double-check that these measures are working 
in the way intended, and that the final system or process does still comply with privacy 
laws.  If not, you may need to go back a stage to see whether the approved solution has 
been implemented correctly.  

Review or audit 
As you close the PIA you should consider when it will be reviewed and how the review 
will be carried out.   

The purpose of a review or audit is to ensure that the measures introduced as part of the 
PIA are working effectively.  It is expected that such a review, particularly in the case of 
major PIAs, will be carried out as part of the wider review into the effectiveness of the 
project or programme deliverables.  For smaller PIAs, the review or audit may be carried 
out as a standalone process. Either way, upon completion of the PIA you should record 
how this review will be carried out, by whom, and when.  

 

PART THREE – PUBLICATION 

Whether to publish 
If there are significant privacy issues and there has been public consultation, you should 
expect to publish the PIA report.   

Even if the project has not been subject to public consultation you should still consider 
whether there is likely to be public interest in the PIA.  As a general rule, such interest 
should be expected where the project involves the use of information about the general 
public, and is less likely where it relates to information about staff (although in that case 
it may be worth publishing the PIA on your intranet).   

When to publish 
As the PIA remains ‘live’ throughout the lifecycle of the project, it won’t be complete until 
the project is closed.  Therefore, the time to publish the report is shortly after project 
closure.   

Prompt publication will feed the public appetite for the information while the issue is still 
topical, and reduce subsequent FOI requests.  

What to publish 
There may be parts of a PIA report that should not be published.  This could be because 
they would disclose information that: 
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● could prejudice security 

● contains legal advice 

● was provided by a third party in confidence 

● is personal information about staff and stakeholders who would not expect their 
information to be made public 

In determining what should not be published, you should apply the “Freedom of 
Information test”.  This means considering whether the information would be subject to 
exemptions if a request was made for it under the Freedom of Information (Scotland) Act 
(FOISA), and, if those exemptions are subject to a public interest test, whether it would 
be in the public interest to disclose the information.  The presumption should always be 
in favour of openness.  If no FOISA exemptions are relevant then the PIA can be 
published in full. 

Governance Services will be able to provide further advice on questions around 
publication.  

 

 

Governance Services 
November 2018 
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